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ABSTRACT

Driven by changes in working practices and technology
trends, organizations are increasingly reliant on mobile work-
ers and the data they capture. However, while significant
work has been carried out on increasing the usability of mo-
bile devices and applications, little attention has been paid to
the quality of data captured by mobile workers. If this data is
inaccurate or untrustworthy, serious consequences can ensue.
In this paper we study a system targeted at mobile workers in
the highways sector that is deliberately designed to increase
the accuracy and trustworthiness of the data collected. The
resulting Inspections application has been very positively re-
ceived by workers and we present lessons that we believe can
be applied to other applications of this type.
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INTRODUCTION

While the average citizen rarely considers such issues, the
drains (or gullies) that keep our streets from flooding accu-
mulate silt and debris over time, requiring regular cleaning to
maintain safe conditions. Collecting accurate information on
these gullies is important to improve maintenance operations
and to meet legislative requirements (e.g. [21]), but it is also
a difficult data management problem for the highways con-
tractors involved. Firstly, these contractors must locate the
gullies they are responsible for, which requires collection of
these assets over a large area. Secondly, contractors have to
keep track of which are cleaned, when, and when they might
need to be cleaned again.
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Traditionally, paper records were used to record this informa-
tion, but increasingly mobile tools have been introduced to
help with data capture. First generation solutions recorded in-
stances of gully cleaning through linking of GPS and sensors
that detected when a maintenance truck was actively cleaning.
Second generation solutions added extra buttons that allowed
operators to input additional relevant information, e.g. ‘Gully
is blocked’. More recently, third generation mobile manage-
ment tools have emerged for the collection of asset data his-
tories and integration with multiple forms of asset data.

Our interest for this paper is not so much to explore the ins
and outs of gully collection — as fascinating as we have
grown to think it is — but rather to explore the elements
of design that enable accurate, and above this, trusted data
collection in this domain, with a view toward applying these
more generally to other mobile data capture domains. The
issue of trust in data collected in the field is of critical im-
portance to many organizations. For example, in the context
of gullies, accurate data can significantly improve the effi-
ciency and effectiveness of maintenance — potentially help-
ing to avert serious flooding in extreme cases. Additionally, if
more mundanely, accurate data can reduce the need for, and
therefore the cost of, maintenance by some 80 percent ac-
cording to recent estimates. Trusted data is also critical in a
wide range of domains such as health, policing, environmen-
tal monitoring, surveying and disaster management where in-
accurate or untrustworthy data from the field can have serious
consequences.

However, verifying data collected in such domains, is chal-
lenging — how do you check the accuracy of the data col-
lected without incurring significant extra cost? Indeed, in
many cases post-hoc verification of data collected in the field
is simply not possible. For example, in health scenarios there
is almost certainly no way to go back and check that the ini-
tial data captured on a patient at the scene was accurate. Sim-
ilarly, for gullies, knowing when they became blocked rel-
ative to an inspection is a difficult task. As a result, a key
challenge is to collect, at the outset, accurate data in which
organizations can place significant trust. This trusted data, as
we will show, links with a range of other important qualities
to do with successful completion and management of work,
and can change for the better the way business process is or-
ganized.

In this paper, we describe the development of a third gener-
ation mobile data collection system (Inspections), which has
been built and deployed since May, 2011, in a total of five
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Figure 1. Using the iPad app on site.

locations. We begin by describing the extensive ethnographic
fieldwork that inspired our focus on trust and informed the
requirements of our system design. Next, we describe the
system features in terms of how they respond to the partic-
ularities of gully maintenance work, and how these features
are intended to contribute toward accurate data. Finally, we
use trust as an analytical lens for reflecting on lessons learned
from our experience in creating a successful mobile asset col-
lection system, and from this, develop several principles of
successful system design that can be applied to a range of do-
mains. We hope to show that trust is not easily retrofitted into
systems, but that when trust is a clear design aim throughout
the development process, it can be successfully engineered by
carefully attending to requirements of the application domain
whilst exploring the unique affordances of mobile technol-

ogy.

RELATED WORK AND NOVELTY

Trust is a familiar if not well-developed concept in the CSCW
literature, particularly as it relates to the difficulties of trust
surrounding remote work activities. Although precedents for
such inquiry exist (e.g.[18, 19, 34, 35]), recent mobile tech-
nologies innovation presents new opportunities for investiga-
tion.

We adopt a definition of trust fitting with [13], i.e. trust is
a subjective assessment of reliability, and we explore trust
specifically as it relates to ‘trusted data’ in the context of
developing quality systems. Our research engages with a
multidisciplinary body of trust literature that has resulted in
a range of competing understandings and theoretical frame-
works (e.g. [3, 4, 14, 19, 25, 43, 46]). In contrast to these
theoretical angles on trust, we approach the subject from a
practical perspective, exploring the concept as an explicit de-
sign goal of technological systems that can produce tangible
benefits to organizations.
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The principle novelty of our work is exploring trust as a com-
plex and emergent phenomenon resulting from design deci-
sions related, but not limited to, the goal of producing accu-
rate data. Furthermore, as there is very little research in the
way of broadly applicable principles for developing systems
that work, whether or not they pertain to the role of trust in
doing so, this paper offers a unique contribution to the vast
community of researchers who develop such systems.

Given our chosen focus on mobile solutions for producing ac-
curate data as a prerequisite for trusted data, it is worth con-
textualizing our contribution within not only trust literature,
but also within literature related to the challenge of accurate
mobile data capture. Many previous studies related to ac-
curate data capture report on the use of cheap and relatively
basic mobile phones, such as can be deployed in resource-
poor scenarios (e.g. healthcare [26, 28] and business [36] in
the developing world). In recent years there has been an in-
creased interest in smartphones for data capture, though many
of these studies focus on data capture for purposes of crowd-
sourcing and participatory sensing [6, 20], experience cap-
ture [41], feedback [12], etc., in which accuracy and trust
play a less critical role. Most data collection of governmental
and/or business importance (such as in our chosen highways
maintenance domain) has historically been done using Win-
dows Mobile data collection devices (DCDs), such as those
we are familiar signing when receiving a package delivery.
Our system, however, leverages the affordances of commod-
ity consumer hardware, i.e. smartphones, for generating ac-
curate data collection.

While we have made clear that our interest is primarily but
not always in highways maintenance work itself, there is little
existing CSCW work in this area to draw from in terms of de-
sign insights for a data collection system in this domain. Liu
et al’s [22] study of public service workers in Seattle exam-
ines a number of different public service workers with only
a marginal interest in road maintenance. And whilst [16]
does concern itself with roads, the emphasis is entirely on
safety and document work rather than standard, manual main-
tenance work. Our understanding of design issues related to
this domain, therefore, result directly from our own ethno-
graphic research, detailed below.

FIELDWORK

In this section we document some of the empirical issues
about trust — how trust is manifested in various observed
interactions in the workplace — by presenting some of the
ethnographic findings from our fieldwork on aspects of high-
way maintenance and repair. The fieldwork was not only
helpful for generating insight into lack of trust, but also how
this lack of trust was remedied in order to accomplish work
as a practical everyday matter. In the process, is it possi-
ble to identify the important role of trust in such organiza-
tional work, how people ‘perform’ trust, how it is instantiated
in various paper and electronic documents and how it enters
into everyday work through aspects of planning, coordination
and awareness (cf. [14]). We include findings from the wider
context of highways maintenance and repair, within which sit
gully maintenance activities, to provide necessary context for


Phil
Highlight

Phil
Highlight

Phil
Highlight

Phil
Highlight

Phil
Highlight

Phil
Highlight

Phil
Highlight


CSCW 2014 » The Office

what has ultimately informed the design of our gully inter-
vention. After all, this context is the basis of our inspiration
for focusing on trust. Having drawn out some insights from
general highways maintenance work, we focus specifically on
the nature of gully maintenance work and elicit further spe-
cific insights.

Methods

Our fieldwork involved informal, semi-structured interview-
ing (asking about work and trust incidents) and periods of
observation (shadowing highways inspectors or highways
maintenance gangs as they went about their everyday work).
The (ongoing) fieldwork reported here was carried out by
two ethnographers at seven different sites in the UK over
the course of a year and amounted to approximately 70
interviews (of differing durations) and approximately three
months worth of observation. Interviews were transcribed
and fieldnotes typed up and examined for broad, recurring
themes which acted not as precursors to the development of
theory but as broad requirements for design. Of particular
interest was the detailed explication of the work of the high-
ways inspectors (employed by the council) and road mainte-
nance and gully clearance gangs (employed by the contrac-
tor).

We look to our fieldwork to reveal instances of how trust is
woven into the fabric of everyday organizational life — or
not; instances of how trust is achieved in everyday work —
or not; and what sort of things produce trust and trustability
— or distrust and suspicion. In our fieldwork studies we paid
attention to the social process of trust production, to specify
the social mechanisms which generate trust and to examine
and document the various ways in which trust is woven into
the fabric of everyday organizational life as part of the taken
for granted moral order [15].

Behind this work is the idea that electronic devices of various
kinds might be used to improve the work process, so our in-
terest in understanding the details of everyday work and how
trust is manifested is as a precursor to design — to move from
a current paper based system to an electronic system of some
kind. Our exploration of issues of trust in road maintenance
began by identifying several different stakeholders or parties
(or ‘users’) between whom and for whom issues of trust arise.
One major stakeholder is the public who obviously use the
roads. The ‘council’ whose staff initiate and inspect (and
sometimes carry out) the work and who are most likely to
face complaints from the public is another stakeholder. Our
final stakeholder is the contractor who carries out the road
maintenance work. In the section to follow, we describe these
roles in the context of how they contribute toward an overall
organizational workflow, and how this workflow reveals po-
tential trust issues relevant to the design of a technological
intervention.

Trust issues within highways maintenance work

Defects needing repair or maintenance are identified via two
mechanisms: council highways inspectors locate them during
the course of their inspections routines, or members of the
public call in with complaints. When reported by the public,
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an inspector will have to go out and examine it to determine
that it is, in fact, a defect and decide what action is needed to
remedy it. At the moment, this is necessary because reports
are made over the phone and are not accompanied by pho-
tographic evidence and a time/location stamp, which might
serve to verify these claims.

Defects are then logged on the local council’s asset manage-
ment system and allocated a due date according to the level of
danger it poses to the public. Once receiving a list of defects,
contractors are expected to complete them by their due date.
Schedulers, who are responsible for allocating jobs to their
team of gangs, reported suspecting the council of “artificially
escalating” jobs to force the contractors to work faster. What
councils fail to realize, they argue, is that escalating jobs re-
duces overall efficiency, requiring gangs to run around like
“headless chickens”. There is a perception that public pres-
sure, and a greater role for the public, is a driver of inefficient
scheduling: “You're then empowering people that don’t re-
ally know a lot about the job. And then everyone wants every-
thing done outside their own house. . . People that are actually
paid to make decisions don’t make decisions” (Scheduler).

The contractor’s highway maintenance gangs are given a list
of jobs to complete (either for the week or for the day). While
onsite, gangs will typically be visited every day by their own
supervisor — who checks for compliance with safety regu-
lations and ensures work is being carried out according to
plan — as well as by a council inspector, who they will have
to phone to get permission for deviations from the schedule.
Throughout the day, gangs’ locations may be monitored via
tracking devices: a feature that allows monitoring in the ab-
sence of trust.

What seems especially notable in highway maintenance
work, an observably physically demanding job, is the sheer
amount of paperwork involved. When a gang arrives onsite,
they go up and down the street looking for the markings left
by the inspector. They find the job, and begin filling out pa-
perwork:

e Two Minute Risk Assessment (mandatory, all): These need
to be done for each job (each street).

o Site Briefing (mandatory, per day): These need to be signed
by all gangers (i.e. each member of the gang), one per day.
They have to list the kind of Traffic Management™ they
will use, referring to the diagram numbers in the TM book.

e Traffic Management Audit (mandatory, per judgment):
Usually traffic management audits are completed by In-
spectors. But sometimes the gang will arrive onsite and
feel they cannot proceed without contacting the Supervisor
to get him to come to site to complete a traffic management
audit.

e Permit to dig (mandatory, if digging): This is completed by
the Supervisor. If a crew finds unexpectedly that they need
to dig, they will have to contact the Supervisor, who will
then have to deliver it to site.
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e Ordering materials (as needed): If for some reason they
have run out of materials, the gang will have to contact the
Supervisor to get an order number for new materials.

Then they complete the work and fill out more paperwork:

e Record sheet (mandatory, all): Gangs need to record who
the operatives were, weather conditions, the actual works
carried out (and how they may have differed from the job
description), time on and off site, plant used, material used,
and whether it was a temporary or permanent fix.

Completed work is reported back to the council, along with
all of this documentation. In some cases, the council will then
send an inspector out to verify the completion of these jobs
before removing them from the system. The public is per-
ceived as aggressively litigious, and management ensures the
gangs spend time documenting their work: “I’d rather have
them not do as much work in the day than have a 15 grand’s
worth insurance claim.” Contractors understand that the pub-
lic is not always aware of all the repairs that have been made,
and were keen to get a system to enable them to “actually go
to a member of the public if they like and say, ‘Look, this is
what we’ve done.”’

This lack of trust and the apparent need to continually in-
spect work has major implications for the efficiency of high-
ways maintenance. As a result, it has major cost implica-
tions, resulting in an estimated overspend of tens of millions
of pounds per year, or approximately 30% of total expendi-
ture (by our calculations). As schedulers and gangers them-
selves have noted, efficiency is not easily increased through
top down measures (e.g. escalating jobs), and often result in
a cycle of distrust. By not trusting the contractor to get work
done efficiently, the council ends up decreasing the contrac-
tors’ efficiency; this then decreases the council’s trust in the
contractor’s ability to deliver jobs on time. It has also ap-
parently decreased contractors’ trust in the council. Like ‘the
boy who cried wolf’, contractors may over time be less in-
clined to take seriously the deadlines set by the council, po-
tentially increasing the chance of instances of unreliability
with more damaging consequences to accrued trust. In con-
trast, were the council to trust contractors, efficiency would
result as a natural consequence of empowering people who
are best able to make decisions, thereby catalyzing a virtuous
circle of trust. The design challenge, it would seem, is pro-
viding those with managerial control (e.g.the council over
schedulers, supervisors over gangers) a reason to place this
trust in workers.

The emphasis on continuing and continual audit [30, 31, 40],
the importance of recording activity, and the importance of
paperwork as a permanent record of that activity, points to
further interesting issues regarding trust (and distrust). Our
analysis reveals that ‘trust’ resides in these different paper
documents in various ways. On a basic level, documents han-
dle information; information about defects, various assets, or
activity occurring around these assets (e.g. when a road was
last checked). Trust, here, relies on data being accurate or
checkable in various ways. Documents seem to enable trust
in part by creating a ‘stratified trace’ of the orderliness of ac-
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tivities. A document provides history, in this case of a stretch
of road; but that historical record is only trustworthy as a re-
sult of lower level instantiations of trust: trust in location,
trust in the represented order of events, and so on. (A docu-
ment further acts as a coordinating device, and trust placed in
that document can be translated into an appropriate organiza-
tional formulation -— what needs to be done, by whom and
when it needs to be done by.

These insights reveal several important trust considerations,
which served to guide our initial thoughts about development
of a mobile data capture system intended to increase trust be-
tween various parties:

e Supporting the identification and persistent storage of ev-
idence. This evidence is the kind of evidence that people
use to make reliability assessments — a key metacognition
in the formulation of trust.

o Understanding and graphing the complexity of interdepen-
dent processes and relationships to deliver on organiza-
tional assertions. Understanding processes provides the
context that is necessary for individuals to evaluate the
equitability of the process, identify worker expertise and
competencies in which trust might be placed, and share rel-
evant information for successful completion of work.

o Providing trust warnings in the form of data visualizations
and inline user interfaces to involved stakeholders. Real-
time evidence capture will be used to prepare people for
possible failures to deliver on expectations, mitigating the
erosion of trust between parties.

o Visualizing the impact of individuals’ actions throughout
the system and process. This will invoke social scripts,
which will make people more accountable to themselves
and to one another. In turn, this accountability will likely
lead to greater integrity of individuals. Furthermore, this
visual feedback is necessary to continually reinforce this
integrity. Ultimately, this may provide one mechanism for
generating a reason to trust.

Development of our mobile data capture system for gully
maintenance was inspired and guided by this understanding
of trust in the context of the highways maintenance sector,
which we formulated over the course of approximately two
years of ethnographic research as part of the development
of a separate but related works orders management system.
Further fieldwork was undertaken over the course of several
months (by two ethnographers) to explore the particularities
of gully cleaning.

Unique aspects of gully maintenance

The core responsibility of gully gangs is to ensure that wa-
ter is able to drain into and flow through gullies. In addition
to cleaning gullies, gangers must also repair damaged lids. In
instances when they cannot repair a lid with the materials they
have on their trucks (e.g. if they run out of a particular type
of lid), they must generate a work order for another crew to
complete at a later date. The overall workflow of the process
is as follows. A gang is given a list of streets requiring gully
maintenance. They go up and down each of these streets,
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stopping at each accessible gully. A ganger lifts a lid off of
the gully, blasts water down the gully to break up any sedi-
ment, sucks up the liquid to remove the silt, and runs water
through to check whether it is flowing properly. This process
is repeated as needed until it is flowing properly. Then the
gangers get back in the truck and drive up to the next gully
and clean/repair it. They do as many gullies as they can do
in a given day. If they are not on track to complete all of the
gullies within a given timeframe as agreed by the council and
contractor, additional gangs may be brought on to complete
the work.

In addition to the trust issues endemic to highways mainte-
nance work generally, we were able to derive additional trust
issues worth considering in the context of gully maintenance.
The most noticeable feature of this particular work is the way
in which decision making opportunities are effectively de-
signed out of the process. Gangers work to a cyclical cleaning
regimen, which they follow blindly. While this approach does
enable thorough, systematic cleaning of the council’s gullies,
it is highly inefficient, since many gullies do not actually re-
quire cleaning. Furthermore, and in terms of trust, while it
is easy to fall short of expectations, it is not particularly easy
to exceed expectations. Whereas a pothole repair gang might
increase productivity by attending to jobs in an order which
reduces travel time, a gully gang cannot devise any intelligent
solution for increasing productivity. This creates a scenario in
which trust is far more easily lost than gained.

Secondly, in contrast to reactive repair work like pothole fill-
ing, gangers do not record each gully as they clean it. Rather,
they record the completion of a portion of road, which may
contain many gullies. This means that the council does not
have a history of maintenance activity for each gully (in many
cases, they do not even know the number of gullies in their
district). While it may seem unnecessary to trace activity for
individual gullies, this information could be leveraged toward
the development of more efficient maintenance routines. Fur-
thermore, it would allow contractors to attend to problem gul-
lies, such as the ones filled to the lid and sprouting plant life,
whether or not they had met their legal obligation to clean
it every six months. This would cut down on the number of
complaints from the public, and help generate confidence that
gangers can be trusted to do a good job.

The ethnographic fieldwork we conducted for gullies was in-
tended not only to reveal further insight into trust, but also,
more fundamentally, to capture requirements for our system
design. The two ethnographers produced write-ups for the
software development team that included minute details of
carrying out gully maintenance work that must be designed
for to ensure system success. These requirements, along with
the understanding of trust we had developed up to this point,
informed the design of our mobile data capture system, In-
spections, which we describe in the next section.

THE SYSTEM

Overview
The mobile management tool, Inspections, that we have de-
signed and studied allows mobile workers in the field to col-
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Figure 2. Locating gullies on the iPad.

lect and manipulate a wide range of assets and to send this
data back to a central office for processing and review. A
demonstration of the system can be found at http://www.
intouch-1td.com/gully_cleaning.asp. The requirements
for the system were derived from an extensive capture pro-
cess involving several ethnographic visits, interviews, evalu-
ation of several prototypes and analysis of past experiences
with prior systems.

The system is structured as a web application for office work-
ers and an iOS based mobile client for the workers in the
field. While the system allows the collection of different types
of highways asset, in this study we have focused exclusively
on the mobile component and its use as a tool for collecting
gully data. While many systems designed for mobile workers
rely on ruggedized hardware designed for niche markets, we
have found that commodity consumer hardware (specifically
iPhones) are able to function effectively in this environment
with suitable cases.

The mobile application can be used for two purposes: con-
ducting an initial survey of the state of gullies and supporting
subsequent cleaning and maintenance of gullies.

Gully Collection

The mobile application initially allows users to accurately
map assets. We have found that GPS provides adequate
coarse grained positioning but in many cases users need to be
able to reposition assets (e.g.in instances when they cannot
position the device directly over the asset due to an obstruc-
tion, such as a parked vehicle), and this is supported by the
application. In addition to position, users capture a range of
data about the state of the gully including reports of any dam-
age and a photograph of the current state of the gully. Once
assets have been plotted on the map, users are able to see the
data that they have just entered on their device — helping
them place assets relative to each other providing visual con-
formation that asset data has been accurately recorded. As
many assets occur in groups (e.g. several traffic lights might
be sited at the same junction) the system enables users to en-
ter data on multiple assets as a group.
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Figure 3. iPhone use in the field.

Gully Re-Inspection and Maintenance

Once an initial data set has been collected, the application
can be used on a daily basis by maintenance workers to up-
date information on individual assets. This support for re-
inspections, which is the principle advance from second to
third generation asset collection, enables users to recollect
that same asset again and again, building a history of data
against that asset. Users can also change any data that is in-
correct by doing a recollection. They do not have to create
a new inspection every time; data is pulled forward — some
of which is immutable, some mutable, some blank, as appro-
priate (see Figure 4). In particular, the system allows users to
reposition assets. This is important as assets may have been
located in the wrong position during an initial inspection.

While inspection and re-inspection of assets is important, the
true value of the system comes from its ability to provide
maintenance operatives in the field with tools to view col-
lected data in order to inform their maintenance decisions.
Given the very large number of gullies that need to be col-
lected (in excess of 200,000 is not uncommon) the system
provides a sophisticated set of filters to enable viewers to hide
irrelevant data from view. This combination of filtering and
access to all the past data on local assets can transform the
way highways maintenance operations are performed. In par-
ticular, it provides empowerment to the users, allowing them
to be in control of their work and to choose how to carry it
out, e.g. inspectors can choose to see all the gullies that they
did not have time to check last time.

Visibility of past cleaning information can also be used to
support a business process switch from a cyclic cleaning
regime to an intelligent cleaning regime, whereby decisions
about which gullies need cleaning can be predicted based on
historical patterns. Crucially, proactive management is not
done by managers in the office, but can be done by the work-
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Figure 4. Recollection using the iPhone app (detail).

ers themselves in the field. This is supported both by en-
abling mobile workers to access asset history on their devices
and b

ANALYSIS

User feedback indicates that Inspections is a system that
works, and works well. Both the gully crews and manage-
ment had quickly learned to use and appreciate the various
features of the system and, importantly, indicated that they
both trusted and liked it. Some of this success can be put
down to the extensive ethnographic research done up front
and careful planning to attend to the needs highlighted by
this research through iterative ethnographic/development cy-
cles throughout. For example, users appreciated the way the
system closely followed existing procedures for gully clean-
ing, the way in which it speeded up the work process, and the
use of photographs to document, to provide a trustable record
of, their work. Much of this success, however, we put down to
serendipity, in the sense that we recognize the dynamic com-
plexity of introducing a system into any organization; yet in
hindsight we can glean a fair understanding of the design ele-
ments (planned or not) that contribute to the system’s success.

There are particularities of the highways maintenance sector,
and gully cleaning within that, that entail specific design con-
straints and UI solutions to match these constraints. In addi-
tion, there are design considerations that pertain to our cho-
sen device and platform (Apple/iOS). While we could extract
lessons from our experience with Inspections that apply to
these particularities, we suggest that it would be of greater
benefit to the community to distill more generalizable lessons
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Figure 5. Filtering collected assets on the web portal (detail).

with broad applicability to other problem spaces. To do so,
we begin with a brief discussion of the affordances of our mo-
bile data capture system and explore how these affect empow-
erment. Next we explore additional characteristics that con-
tribute to system success. Finally, we conclude by discussing
how all of these factors contribute toward trusted data.

Organizational affordances

When designing mobile solutions, one issue affecting uptake
relates to the desirability of the mobile devices themselves,
and the ‘sexiness’ of the UIl. Understanding the characteris-
tics that engender this desirability has been explored by oth-
ers (e.g. [27]), and while we are convinced that this desirabil-
ity played an important role in getting users to want to use
the system and to take good care of their devices, we cannot
claim a great deal of credit for these successes. We can, how-
ever, claim credit for having designed a system that allows
the easy and reliable capture of all necessary information —
and all otherwise useful data — which can then be utilized
in developing process improvements within highways main-
tenance.

At a minimum, mobile solutions must allow the collection of
the same data as the paper-based systems they replace. How-
ever, they can offer so much more, in terms of generating
what we would call a ‘quality system’. Some of the affor-
dances Inspections capitalizes on include the following:

e ‘Wizarding’: Collection and recollection both force the
user to enter all mandatory data before they are able to
move on.
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e Pinpointing location: The device’s inbuilt GPS is used to
generate initial locations (accurate to within 2m), but these
can be further refined by allowing the user to adjust that
location to give pinpoint accuracy (to within 50cm).

e Filtering data: Users can not only view relevant data, but
also hide irrelevant data.

e Gathering asset histories: The system ties data collection
to a specific asset, and users can continue to add informa-
tion to this same asset over time.

These examples serve to highlight the distinct ‘functional af-
fordances’ [17] of the technology we employed in compari-
son to traditional paper-based management systems.

But just as a quality system does not result inevitably from de-
veloping on quality devices, it also does not arise from these
added affordances alone (though this should in no way under-
mine the UI work that went into making these elements func-
tion as well as they do). As [44] notes, (introducing a system
into an organization entails a complex emergent dynamic be-
tween the system and what that system enables users within
the organization to do. “These factors,” the authors write,
“go beyond basic functionality, dialogue and representations
of a technology and encompass organization culture, changes
in organizations, users’ identity and power differences and
their emotional, symbolic and functional values related to the
technology™”! We argue below that Inspections makes possible
several further organizational-level affordances: 1) it empow-
ers crews to engage their creative intelligence; 2) it empowers
the organization as a whole to shift to an intelligent manage-
ment model; and 3) this empowerment is enabled by — and
in turn perpetuates — the fostering of frust throughout the
different levels of the organization.

Empowerment

The term ‘empowerment’ has been defined in various ways
and applied to various ‘levels’. At the individual level, there
are two commonalities across competing definitions which
are particularly relevant to our experience with Inspections:
1) people have natural strengths that they can use and build
upon [45]; 2) people understand their own needs better than
anyone else does, and should have the power to act on them
[8] (cf.[23]). At the organizational level, researchers differ-
entiate between ‘empowering organizations’ and ‘empowered
organizations’: the former serves to foster psychological em-
powerment for individuals within that organization or other-
wise influenced by that organization [47]; whereas the latter
(‘empowered’) are those that “influence the larger systems of
which they are a part” [29], increasing their own effective-
ness in achieving goals. Below we describe how Inspections
empowers at both of these levels.

Crew empowerment

In previous gully collection (both paper based and
first/second generation gully systems), workers were ex-
pected to stick to a cleaning routine that ensured compli-
ance with governmental requirements. This did not accom-
modate the fact that gullies need more or less frequent clean-
ing depending on a range of environmental factors, result-
ing in some gullies being cleaned unnecessarily, or more
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problematically, some gullies not being cleaned as often as
needed. Meanwhile, the cleaners themselves had relevant, lo-
cal knowledge about these gullies that was not being utilized.

Our goal with Inspections was to design a system to enable
individual workers to engage their creative capabilities in ex-
ercising greater control over their daily work. To this end,
Inspections makes use of crews’ previously untapped knowl-
edge by asking them to predict the frequency of cleaning re-
quired for each gully. But further, it enables them to act on
this creatively and independently, giving them the power to
craft their maintenance schedules in accordance with their ex-
pertise, and being able to make these decisions by utilizing
relevant data from their devices in the field (i.e. without need-
ing scheduling input from supervisors). As a result, work-
ers tell us they like using the system, which we think reflects
the psychological benefits typically associated with empow-
erment, including increased job satisfaction [10, 37, 42]. And
this makes intuitive sense: rather than feeling like robots or
slaves to inflexible routines, workers can feel competent and
engaged, and contribute toward making their cleaning efforts
more successful.

Organizational empowerment

A key goal of the target organization (the highways contrac-
tors and the maintenance crews) is to maintain safe road con-
ditions. In the absence of tools such as Inspections, local
councils’ solution to this rather complex management prob-
lem was to commit contractors to a related though somewhat
different goal: to clean each gully within a given timeframe
(whether or not it actually needed cleaning). As aresult, orga-
nizational efficiency was bounded by the number of gullies in
their area and the number of gullies their workforce was phys-
ically capable of cleaning per day. Within these constraints,
the most obvious way to increase efficiency was to ask the
crews to work harder, resulting in inevitable tensions.

Inspections, on the other hand, enables the organization to in-
crease efficiency through strategic means while enabling the
workforce to operate at a safe, healthy, realistic pace — with
the added benefit that this is conducive to data accuracy. Ul-
timately, this has revolutionized these organizations, freeing
them from a blind, cyclical cleaning regimen and enabling
them to proactively target the gullies that are likely to cause
unsafe road conditions. Efficiency and quality improvements
both result from the fact that the system allows inspectors,
crews, and management to work together in deciding which
work they do not need to do, so that they can devote resources
where they are most needed.

Successful characteristics

With empowerment we have isolated a fairly high-level con-
tributor to success. It is important to recognize that this em-
powerment is itself enabled by lower-level successes; and that
certain characteristics of the design contribute in other ways
toward producing a successful system. We highlight three
such characteristics that have played a particularly important
role in Inspections’ success.
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Performance

In situations where the data entry is an onerous process, users
may be unwilling to correct errors by re-entering data. We
have witnessed, in contrast, the benefits that come with us-
ing high-performing devices. Inspections forces users to fill
in all mandatory data fields, but because the device (and the
UI decisions we have made) make doing so a very quick pro-
cess, users are able to complete a collection or recollection
quickly, knowing that they can recollect again just as quickly
if they need to make corrections. Workers are more likely, as
a result, to correct mistakes that they may have made in data
collection.

Provenance

Many organizations now exhibit a highly visible and ubiqui-
tous ‘audit culture’ [30, 40], and must demonstrate compe-
tence and compliance to a variety of audiences. For example,
councils require appropriate data in order to defend, in court,
claims of negligence or claims of failing in the council’s ‘duty
of care’. So, for Inspections, complete factual ‘audit’ infor-
mation regarding gully-emptying data, including any supple-
mentary photographs, must be electronically signed (authen-
tication enables the stamping of data with the users’ identi-
fier) and must be easily and immediately available. When
compared to a current paper-based process' that Inspections
will replace, it is easy to see why the system offers such an
attractive and efficient alternative process.

We are cautious to adopt the term ‘auditability’ as a descrip-
tor of our system design, as this has connotations related to
‘people management’ issues (e.g.catching and disciplining
unwanted behavior). But beyond this, the benefit of these
metadata traces is that they enable those that manage the data
(whether or not they actively manage personnel) to determine
the data’s validity. We are also aware of the closer associ-
ation between provenance and trust (e.g.[1, 2, 24]), which
indicates that ‘provenance’ is in greater alignment with our
intended design ambitions.

Translucency

The information that is relevant to doing work differs for dif-
ferent users of the system. Web users frequently manage
and report on the organization’s productivity over a given
time period (e.g. annually), and therefore have access to all
of the data in the system. Field workers actually need less
information to work effectively: they need to know which
gullies need to be collected or recollected. Inspections en-
ables visibility of relevant peer activities, i.e.only the most
recent collections and recollections captured by themselves
and their co-workers. This optimizes usability in three ways:
1) it makes for an uncluttered interface on a small screen;
2) it avoids performance reductions that would be caused by
pulling down the entire database; and 3) it makes that much

'An inspector makes manual notes in a notebook while on an in-
spection route. When back at the office, s/he fills in appropriate
fields on paper forms. Key fields are then transcribed into an elec-
tronic system that manages any necessary works orders (tickets), and
the paper forms are filed. Following any request for information,
e.g.regarding a legal claim, the paper forms are retrieved, electron-
ically scanned and sent to the legal team to form part of a portfolio
of evidence.
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more accessible what [11] describe as ‘socially relevant’ in-
formation.

Summary: how this all relates to trust

Trust is widely recognized as bringing about a wide range of
benefits, including individual, community and organizational
well-being, and economic growth [39]. It is cumulative and
self-perpetuating in nature [9, 32], and a necessary precon-
dition for successful collaboration. (We contend there is an
important distinction between accurate data and trusted data.
While accuracy is a prerequisite of trusted data, it does not
guarantee it; data can be accurate and still not be trusted. So
what can design do to foster confidence both in the accuracy
of that data and in the workers generating that data, and build
trust within the organization?

In empowering crews, Inspections gives them certain respon-
sibilities, and it is therefore important to ensure that they are
going to succeed (particularly when failing to record activity
can have legal consequences). The ‘wizarding’ functionality
does just that, making sure they remember to fill out all nec-
essary information. Additionally, the system is designed to
be forgiving of mistakes — e.g. allowing users to recollect an
asset if they have entered it wrong. These features contribute
to the generation of ‘accurate’ data, and go some way toward
indicating that workers can be trusted; but more is needed to
foster genuine trust.

We suggest that an important element in bridging accurate
and trusted data pertains to an understanding of the incen-
tives that motivate workers to collect accurate data. In previ-
ous models of gully collection, crew were paid according to
the number of gullies they cleaned. In this model, the work-
ers needs (payment) were not aligned with the organizational
need to get good quality data and cleaning. To some extent,
this problem was addressed by first and second generation
GPS tracking solutions, which ensured that cleaning activity
could not be forged (i.e. gullies were collected at the point of
active cleaning, so workers could not claim to have cleaned
additional gullies). At the same time, however, these previous
generation solutions did nothing to resolve the rift between
worker and organizational needs, so trust in the accuracy of
that data was not a designed outcome of these systems; in-
stead the burden was on management to implement top-down
organizational (often disciplinary) practices that contributed
toward trustworthy data.

Inspections, on the other hand, attends to this problem from
the bottom-up by giving users a reason to capture accurate
data. As was shown in the discussion of crew and organi-
zational empowerment, there are benefits to all involved for
workers to collect accurate datat the system makes everyone’s
jobs easier, and everyone can be trusted to be working toward
this mutual incentive. On top of this, the translucency that
enables peer visibility contributes further to a sense of collec-
tive effort toward a shared goal, which not only breeds trust,
but also may contribute to increased job performance (cf. [7]),
which in itself would contribute to greater trust in the workers
and in the organizational strategy.
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Our feedback supports the conclusion that the features that
have been designed into Inspections — conscious of its ul-
timate impact on trust at the early stages of development
— combine dynamically to ensure that the data collected is
trusted as well as accurate.

TRUSTWORTHY BY DESIGN

In ‘The Mechanics of Trust: A Framework for Research and
Design,” Rieselsberger et al [33] argue that: “If we are to real-
ize the potential of new technologies for enabling new forms
of interactions without these undesirable consequences, trust
and the conditions that affect it must become a core concern
of systems development. The role of systems designers and
researchers is thus not one of solely increasing the function-
ality and usability of the systems that are used to transact or
communicate, but to design them in such a way that they sup-
port trustworthy action and — based on that — well-placed
trust.” Our fieldwork and early design thinking identified a
series of important and relevant trust considerations for the
development of the design.

The examples provided above suggest that many aspects of
trust require support to be built very deeply into the applica-
tion. For example, deciding to ensure that data flows back to
mobile users as part of their regular work cycle needs to be
addressed at the point at which the overall business process is
designed and specified.

More generally, our experience suggests that trust cannot be
easily retrofitted to an application once it is complete. In this
regard we draw a parallel with recent research in the area of
privacy support. Like trust, privacy is a fairly abstract concept
without clear definitions or boundaries. Engineering support
for privacy is known to be extremely challenging at many lev-
els. For example, anonymizing data sets is difficult without
complete knowledge of how they might be combined with
other data sources while the correct design of user interfaces
for describing and managing user privacy needs has proved
elusive. The result is that the privacy community have fo-
cused on the notion of “Privacy by Design”, i.e. the incorpo-
ration of privacy principles already at design time, rather than
as an afterthought [5].

A good example of privacy by design is the “Whereabouts
clock’ [38] that illustrates how privacy can become an ac-
tive design ingredient. In this work the designers created a
wall clock that could only be seen by people in the home —
supporting implicit and intuitive ‘access control’; was coarse
grained (home, work, and school) in line with the informa-
tion needs of people; and, their wall clock design made the
system a shared source of information rather than feeling like
a surveillance tool.

We believe that a similar approach, i.e. trustworthy by design,
is required for building trusted data-gathering systems. While
developing a comprehensive toolkit to support trustworthy by
design is out of the scope of this paper, we have have drawn
on lessons learned from our experiences (above) to suggest
eight key principles that should be embedded into the system
and its interface at design time:
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e Security: Trusted data capture must necessarily be under-
pinned by a secure infrastructure, e.g. it must include mea-
sures that ensure tamper resistance.

e Performance: Systems — both devices and web portals —
must be quick and easy to use in order to encourage users
to amend data as necessary.

e Provenance: The system must enable users to trace the
source of any data capture and amendment activity in a way
that aids verification of the validity of that activity.

e Translucency: Users must be able to see all relevant data
that would help them undertake their work, but no more.

o Flexibility: The system must allow users to adjust data
when the device is unable to deliver accuracy, e.g. if an ob-
struction prevents the user from positioning the device over
the asset.

o Value to users: The system must be designed to deliver
value to the user — as opposed to a model that treats users
as ‘dumb sensors’ — to ensure they benefit from producing
accurate data.

o Empowerment: The system must bring people ‘into the
loop’ and engage their knowledge and intelligence toward
a shared goal, such as increasing the quality and ease of
work.

e Competence: In empowering people and giving them re-
sponsibility, the system must build in assurances that users
will succeed, e.g. facilitating the submission of all neces-
sary data.

CLOSING REMARKS

We have reported on a data collection system that appears
to work toward delivering not only accurate data, but highly
trusted data. Much of what we have offered here is post-hoc
rationalization of why we have come to believe Inspections
works, informed in part by the conversations we have had
with users. Having said that, our ambitions at the start had al-
ways explicitly pertained to delivering trust, and we are confi-
dent that having this goal in mind throughout the development
process is a key ingredient in our eventual success. Additional
goals, such as providing value to and empowering users, were
also explicit in our development process, though we did not
understand at the start how integrally it would relate to trust.
And finally, while we are confident that design in accordance
with our ‘trustworthy by design’ principles will contribute to-
ward the development of successful systems, successful de-
sign further requires open and frequent communication with
the users of that system to understand, respond to, and in-
deed capitalize on emergent organizational affordances. In
the future we plan to refine and enrich these ‘trustworthy
by design’ principles, illustrating them in action with further
ethnographic accounts and user feedback gathered as the de-
velopment of Inspections moves from controlled trials to full
deployment.
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